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Take-home message: We’re on the way to Quantum Era
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Information Flow ~ 

Motivation

Fundamentals of Quantum Information Theory

Applications 

Single, Bi-partite, Tri-partite, …



QUANTUM	 THEORY  
in the view of a quantum information theorist



Schrodinger Eq.? 

What is Quantum Mechanics? 

Uncertainty principle?

Superposition principle? 
dead or alive



Quantum Theory Stochastic Process

C⇤ � algebra
Gelfand-Naimark-Segal (GNS) 
construction

Bounded operators in Hilbert spaces

Representation

Matrix algebra

(Operator algebra)

(Operator space theory)
Information Theory

Entropies H(X), I(X : Y), etc.

Prob[X|Y]



Quantum Theory

Matrix algebra

Information Theory

Gleason’s theorem: Born rule

Coding

Communication

Estimation, etc.

Prob[X|Y]

H(X)

I(X : Y)

Quantum systems, Dynamics, Statistics

states: ⇢ 2 Mn

M 2 Mnmeasurement:

p(M |⇢) = tr[M⇢]probabilities

F(N ), L(N|D)M � 0

*Martingale, Makovianity… etc.  
*Convex Optimisation 
(Semidefinite Programming) 
*Compressive sensing (wavelet) 

Mn := M�
n non-negative matrices



Quantum Information Theory



Quantum Information Theory Information Theory
⇢AB pAB

Quantum Shannon Theory Shannon Theory

Secret bit

Entanglement distillation

Bound entanglement

Secret key distillation

Bound information

Separable states (LOCC) Separable correlations 
(Public Communication)

Quantum teleportation One-time pad

Entangled bit

D Collins and S Popescu PRA 65 032321 (2002)

BitQubit

vs.



BitQubit

⇢

|0ih0|

|1ih1|

|0ih0| =
✓

1 0
0 0

◆

|1ih1| =
✓

0 0
0 1

◆
E1

E0

Information Unit:   Bit 0, 1

| i = ↵|0i+ �|1i

⇢ =

1

2

✓
1 + cos ✓ e�i�

sin ✓
ei� sin ✓ 1� cos ✓

◆
Qubit state : Any two-level system

states: ⇢ 2 Mn ⇢ � 0

Unit of quantum information processing: QUantum BIT (QUBIT)



Story One: Information of Single Quantum Systems

Single quantum states cannot be copied









No-Cloning Theorem

1970 1980

A. Holevo, Problems of Information Transmission (1974) 
H. Yuen, R. Kenney, and M. Lax, IEEE Trans. Inf. Theory (1975) 
C. Helstrom, Quantum Detection and Estimation Theory (1976)

C. H. Bennett and G. Brassard, “Quantum Cryptography”, Bangalore (1984)

W. K. Wootters and W. Zurek, “A single quantum cannot be cloned”  
Nature 229 802 (1982)

Quantum Signal Processing  
(Quantum State Discrimination/Estimation)

Quantum Cryptography

Learning from the history 





?



Optimal Cloning of Quantum States

1990
One-to-Two Universal Symmetric Qubit Cloning (V Buzek and M Hillery 1996)
General Universal Quantum Cloning (N Gisin and S Massar 1997)
Optimal Cloning (R. F.  Werner 1999)
Optimal Qubit Cloning and State Estimation (D. Bruss, C. Macchiavello, A Ekert 1998,2000)

Application to Quantum Key Distribution, Review on “Quantum Key Distribution”
                 E.g. Quantum Cryptography RMP (N Gisin, G Ribordy, W Tittel, and H. Zbinden 2002)
                       The Security of Practical QKD, RMP (V. Scarani et al. 2009)
Review on Quantum Cloning, (V Scarani, S. Iblisdir, N Gisin and A Acin, RMP 2005)
Asymptotic quantum cloning is state estimation (J Bae and A Acin 2006)

W. K. Wootters and W. Zurek “No-Cloning Theorem” (1982)

1980

2000
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Optimal Cloning of Quantum States

1990
One-to-Two Universal Symmetric Qubit Cloning (V Buzek and M Hillery 1996)
General Universal Quantum Cloning (N Gisin and S Massar 1997)
Optimal Cloning (R. F.  Werner 1999)
Optimal Qubit Cloning and State Estimation (D. Bruss, C. Macchiavello, A Ekert 1998,2000)

Application to Quantum Key Distribution, Review on “Quantum Key Distribution”
                 E.g. Quantum Cryptography RMP (N Gisin, G Ribordy, W Tittel, and H. Zbinden 2002)
                       The Security of Practical QKD, RMP (V. Scarani et al. 2009)
Review on Quantum Cloning, (V Scarani, S. Iblisdir, N Gisin and A Acin, RMP 2005)
Asymptotic quantum cloning is state estimation (J Bae and A Acin 2006)

W. K. Wootters and W. Zurek “No-Cloning Theorem” (1982)

1980

2000

Modern Cryptography, Quantum Computer, and Quantum Cryptography at Cryptography Summer School 



Story Two: Two (Bipartite) Quantum Systems



Quantum Information Theory Information Theory
⇢AB pAB

Quantum Shannon Theory Shannon Theory

Secret bit

Entanglement distillation

Bound entanglement

Secret key distillation

Bound information

Separable states (LOCC) Separable correlations 
(Public Communication)

Quantum teleportation One-time pad

Entangled bit

D Collins and S Popescu PRA 65 032321 (2002)

BitQubit

vs.



Entanglement is a resource
General resource for quantum information processing, 
                       including Quantum Computation and Secure Quantum Communication



What is entanglement? Quantum correlations that do not have classical counterpart

Often, it’s introduced as 

⇢12 =
X

i

pi⇢
(1)
i ⌦ ⇢(2)iSEPaprable states ⇢12 6=

X

i

pi⇢
(1)
i ⌦ ⇢(2)iENTangled states

Operator-Algebraic,

Entangled states are characterised by positive (P) but not completely positive (CP) maps 

P but not CP maps S⇤ = {⇤ : B(H) ! B(H) k ⇤ � 0, I ⌦ ⇤ ⇤ 0}
ENT = {⇢ 2 S(H⌦H) k (I ⌦ ⇤)[⇢] ⇤ 0, ⇤ 2 S⇤}

Def. ⇤ � 0 i↵ 8⇢ � 0, ⇤[⇢] � 0

Operationally, information-theoretically, 

Entangled states are those quantum states that cannot be prepared by LOCC



1st, in the view of quantum state preparation

Often, it’s introduced as 

⇢12 =
X

i

pi⇢
(1)
i ⌦ ⇢(2)iSEPaprable states ⇢12 6=

X

i

pi⇢
(1)
i ⌦ ⇢(2)iENTangled states

What can we learn? Separable states form a convex set

⇢AB =
X

�

p(�)⇢(A)
� ⌦ ⇢(B)

�

⇢1 2 SEP ⇢2 2 SEP

⇢p = p⇢1 + (1� p)⇢2 2 SEP

⇢1 ⇢2

⇢p



Operator-Algebraic,

Entangled states are characterised by positive (P) but not completely positive (CP) maps 

Def. ⇤ � 0 iif 8⇢, ⇤[⇢] � 0

P but not CP maps S⇤ = {⇤ : B(H) ! B(H) k ⇤ � 0, I ⌦ ⇤ ⇤ 0}
ENT = {⇢ 2 S(H⌦H) k (I ⌦ ⇤)[⇢] ⇤ 0, ⇤ 2 S⇤}

2nd, in the view from Operator Algebra

What can we learn? Separation of ENT from SEP: Entanglement Witnesses (EWs)
W

W
opt

tr[�W ] � 0

tr[⇢W ] < 0

W is an entanglement witness if and only if

8 � 2 SEP

9⇢ 2 ENT

@W that can detect all entangled states



3rd, in the view from operational meaning

Operationally, information-theoretically, 

Entangled states are those quantum states that cannot be prepared by LOCC

What can we learn? i) Power of entangled states, ii) Entangled, fully ordered

Alice Bob

Classical Communication (CC)

Local Operations (LO) Local Operations (LO)

⇢(A)
� ⌦ ⇢(B)

�p(�)

⇢AB 6=
X

�

p(�)⇢(A)
� ⌦ ⇢(B)

� Entangled

⇢AB =
X

�

p(�)⇢(A)
� ⌦ ⇢(B)

� Separable

X

�

p(�)⇢(A)
� ⌦ ⇢(B)

�



⇢1 ⇢2

⇢p



General Picture of Entanglement Detection

State
Preparation

Entangled or  
Separable? 

quantum state verification
Quantum State 

Tomography

I know the state and, (though NP-Hard) 
 
can apply Positive Maps, SDP

I don’t know the state but, 
 
want to know if it’s entangled

More detectors
Entanglement Detection



Main Challenge in Quantum Information Verification: # of Measurement

N d�dimensional systems ! dN detectors





How many detectors do you need for Entanglement Detection? 

min

{Pi}
#DetectorsEWs =?

Our contribution: 

1  #Detectors

EW

 #Detectors

Tomography

= d2



W

W
opt

tr[�W ] � 0

tr[⇢W ] < 0

W is an entanglement witness if and only if

8 � 2 SEP

9⇢ 2 ENT

@W that can detect all entangled states

W ⇤ 0 fW � 0
Linear Transformation

tr[W�sep] � 0 tr[fW�sep] � c⇤
Detection Condition

Interferometry 



N

N

Nc = N (U)
c +N (L)

c

N (U)
c

N (L)
c

pc =
Nc

N/2

⇢

fW

tr[fW⇢] = 1� 2pc

Experimental Proposal



Story Three: Information of Three (Tripartite) Quantum Systems
but, with un-invited guy



Alice Bob

Eavesdropper 

who prepares quantum states

who wants to get Alice’s states while
(dynamics) Alice’s state evolves in time

who wants get information (in terms of bits) from 
quantum states (qubits) by measurement

Cryptographic Scenario



Quantum channel
⇢A 2 S(HA)

⇢B 2 S(HB)

�E

⇢
⌦U U †

⇤E [⇢A] = trA[U(⇢A ⌦ �E)U
†]

⇤B [⇢A] = trE [U(⇢A ⌦ �E)U
†]

Complementary channel

Cryptographic Scenario



History of Cryptography
One-Time Pad (Vernam cipher)1926

Shannon’s proof: perfect secrecy of one-time pad1948

2nd World War Significance of cryptographic systems

DES/AES:  
Private-key systems / Symmetric keys 
Rivest, Shamir, Adleman (RSA), Diffie-Hellman:  
Public-key systems / Asymmetric keys

1977

Shor’s factorisation algorithm in quantum computation1994,8

Commercialised 

Modern Cryptography: development of security analysis

-defining security: parameters / assumptions  
-hash functions 
-random generators 
-computational models: computational complexity, e.g. P=NP?  



On Security: Reductionist’s approach What do we mean by proving security? 

Step 1: Define security

Step 2: Explain correspondence to implementation and elements of security

Step 3: REDUCE the analysis to its ultimate equivalence to the definition of security

Rivest, Shamir, Adleman (RSA): Public-key systems / Asymmetric keys

Security of public-key systems Factorisation Problem: Factorisation of BIG numbers

How hard is it to solve the factorisation problem? 

ex. 251 * 479 = 120,229, >100 digits, +100 yrs

Complexity of factorisation (computational security) is unknown yet. (Unproven assumption)

One-time pad contains perfect security: Shannon inf-theoretic, symmetric keys, private-key systems.

provable security! 

Security of private-key systems Secret Key
Alice        Bob       Eve             Probability

0 0 e
1 1 e

1/2
1/2

8

Keyword: Assumptions, Security

(Information-theoretic security)



Peter Shor in 1995, recipient of Nevanlinna Prize (1998)

If quantum computation is realised, quantum algorithms…
CAN SOLVE FACTORISATION PROBLEM IN AN EFFICIENT WAY.

I. Cirac and P. Zoller in 1995, recipients of Wolf Prize (2013)

IT’S POSSIBLE TO IMPLEMENT QUANTUM COMPUTERS

‘key idea of RSA protocols’

NEW CRYPTOGRAPHIC PROTOCOLS: QUANTUM CRYPTOGRAPHY



�+ =
1

2

0

BB@

1 0 0 1
0 0 0 0
0 0 0 0
1 0 0 1

1

CCA

Alice        Bob       Eve             Probability

0 0 e

1 1 e
1/2
1/2

8

A B

�+ = ~�~�† ~� = 1p
2

0

BB@

1
0
0
1

1

CCA �+ 2 S(HA ⌦HB)

9?⇢ABE , such that trE⇢ABE = �+
AB

p

ABC

(x, y, z|a, b, c) = tr[⇢
ABC

M

a

x

⌦M

b

y

⌦M

c

z

]= tr[�+
AB

⌦ ⇢
C

Ma

x

⌦M b

y

⌦M c

z

]

= tr[�+
AB

Ma

x

⌦M b

y

]tr[⇢
C

M c

z

]= pAB(x, y|a, b)pC(z|c)

Parties AB are completely independent with any other C! 

I(A,B : C) = 0

⇢ABE = �+
AB ⌦ ⇢E

Entanglement means security



Quantum Communication Scenario

Noise Source

Message

Alice Bob

|�+i = (|00i+ |11i)/
p
2

|�+i
{a} {b}

{x}

{Mx

a

} {My
b }

{y}



Noise Source

Message

Alice Bob

|�+i = (|00i+ |11i)/
p
2

{Mx

a

} {My
b }

{y}{x}

{a} {b}

Quantum Communication Scenario
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Noise Source

Message

Alice Bob

|�+i = (|00i+ |11i)/
p
2

{Mx

a

} {My
b }

{y}{x}

{a} {b}

Quantum Communication Scenario



“Perfect quantum cloning would allow one to use quantum non-locality for arbitrary fast signaling”



Optimal Quantum Cloning Optimal Estimation/Discrimination

No-Signaling Principle

N Gisin 1998

J Bae and A Acin 2006

Asymptotic Equivalence

J Bae, W-Y Hwang, Y-D Han, 2011



Security of Quantum Cryptography: Quantum theory governs Nature! 
Quantum mechanics is tightly connected to Relativity

Research in quantum cryptography: The principle is secure but its implementation is insecure.

Relativity

Newton’s mechanics







C. Helstrom, A. 
Holevo, H. Yuen, Lax, 
and Kenney (1974-6)

W. K. Wootters and W. 
Zurek, “A single quantum 
cannot be cloned”  
Nature 229 802 (1982)

A. Ekert  
“Quantum cryptography based on 
Bell’s theorem”, PRL 67 661 (1991) 

1990

BB84 
C. H. Bennett and G. Brassard,  
“Quantum Cryptography”,  
Bangalore (1984)

19601930 1940

A. Einstein, B. Podolsky, and N. Rosen,  
Phys. Rev. 47, 777 (1935)

C. H. Bennett, G. Brassard, and D. Mermin, 
“Quantum cryptography without Bell’s theorem” 
PRL (1992)

E. Schroedinger and M. Born (1935) - 
“Entanglement”

Quantum Signal Processing No-Cloning Theorem

J. I. Cirac and P. Zoller,  
“Quantum Computation 
with Cold Trapped Ions” 
PRL 74 4091 (1995)

Quantum State Engineering

J. Bell, Physics 1, 195 (1965)

Bell’s Theorem, Non-Locality

Entanglement, Steering

Quantum Cryptography

Learning from the history 



Quantum Cryptography in Practice

- On-Going and Future Direction - 



Quantum Cryptographic Scenario 

�+ =
1

2

0

BB@

1 0 0 1
0 0 0 0
0 0 0 0
1 0 0 1

1

CCA

A
B





B(H)

S(H)

bounded operators 

quantum states ⇢ � 0 tr⇢ = 1

Quantum Cryptographic Scenario 

⇢(⇥N)
AB 2 S((HA ⌦HB)

⌦N )

⇢(⇥N)
ABE

Entanglement-based scheme: 

Secret-key distillation protocol:  
Local Operation and Public Communication (LOPC)

⇢(⇥N)
ABE = (idA ⌦ ⇤(N)

BE )[|�+iABh�+|⌦N ⌦ |0iEh0||]

⇤(KD)
AB

KD(A : BkE) = sup
N,⇤(KD)

AB

#sbit

N



Encoding Transmitter

Quantum 
Sources

Noise Source

Detector Decoding

Message

Decoded 
Message

Quantum 
Source 
Coding

Quantum  
Channel  
Coding

Quantum 
Sources{⇢

x

} {⇢
x

}{x}

Parameter Estimation

e.g. tomography, 
discrimination, 
information … 

Quantum Operations

B(H⌦N ) ! B(H⌦M )

{y}

i) Preparation of quantum states   

ii) Transmission of quantum states  

iii) Detection/Measurement of quantum states 

iv) Post-processing (parameter-estimation, key-distillation, error-correction, privacy amplification.) 
- Quantum Information Theory Tools



Quantum Systems: Systems governed by the laws of quantum mechanics

Ex. Atoms, Electrons, Photons, …

quantum systems for long-distance communication: photons, hardly interacting during transmission



Encoding Transmitter

Quantum 
Sources

Noise Source

Detector Decoding

Message

Decoded 
Message

Quantum 
Source 
Coding

Quantum  
Channel  
Coding

Quantum 
Sources{⇢

x

} {⇢
x

}{x}

Parameter Estimation

e.g. tomography, 
discrimination, 
information … 

Quantum Operations

B(H⌦N ) ! B(H⌦M )

{y}

i) Preparation of quantum states   

ii) Transmission of quantum states  

iii) Detection/Measurement of quantum states 

iv) Post-processing (parameter-estimation, key-distillation, error-correction, privacy amplification.) 
- Quantum Information Theory Tools



History of Quantum Cryptography

Shor’s factorisation algorithm in quantum computation1994,8
RSA reserved to be broken

The first security proof (Shor, Preskill): < 11%

Decoy QKD (Hwang) 
SARG04 (Geneva), 

2000

2003,4 The problem of single photon sources

2007 The Most general security proof 
(Bae, Acin) The highest error-rate 

2011 Measurement-Device-
Independent (MDI) QKD Security not yet fully proven

2014 Device-Independent QKD can tolerate 1% error-rate

2016 Future direction:  
New QKD protocols

Composable  
Realistic security

channel noise

source preparation

channel noise

detector problems

detector problems

source,channel,detectors  
compassable security  
realistic security



Quantum Computer, Quantum Evolution, and Quantum Simulation



The Next Story: Information of Many Quantum Systems
THE BEGINNING OF THE NEXT, TOWARD BLUE SKY RESEARCH





Turing Machine

Quantum Turing Machine ? 











Turing Machine

Quantum Turing Machine can be simulated in a quantum circuit



0
0
0

0

s1
s2
s3

sN



0
0
0

0

s1
s2
s3

sN



0
0
0

0

s1
s2
s3

sN

|0i⌦n ⌦ |Ai ! | n+Ai

Quantum Computation: Exploit quantum dynamics for computational purposes 

U

Solovay-Kitaev theorem 8U 9{U2, U1}, s. t. kU �⇧j(Uj)k  ✏

Products of Two- and single qubit unitary transformations can efficiently 
simulate arbitrary unitary transformations

universal set of gates : CNOT gate + single-qubit operations



0
0
0

0

s1
s2
s3

sN

D. Aharonov et. al., Adiabatic quantum computation is equivalent to standard quantum computation  
                         Proceedings of the 45th Annual IEEE Symposium on Foundations of Computer Science (FOCS’04)



Measurement-based quantum computation : entanglement is the key resource

One-way quantum computer: R. Raussendorff and H. Briegel, PRL 2001  
Figure. J. Miller and A. Miyake, npj QI 2016 ; M. Cramer et al. Nat. Comm. 2013

0
0
0

0

s1
s2
s3

sN
OUTPUT

INPUT





Is quantum computer faster?

on-going efforts in the group of Joonwoo Bae



Main Question: 

A2 B2

A1 B1

final correlations

Initial correlations

time fWA1,A2,B1,B2EA1!A2 EB1!B2

fWA1,B1

fWA2,B2

Problem 1. What’s the causation from the approximately symmetric subspace?  
(in the picture of Reichenbach common cause principle)

Applications: Causal Quantum Networks, Channel Capacities of Causal Networks

Causation in Quantum Systems: 
Local Laboratories  
(Well-defined local maps)



(fundamental) Analysis of Information Flow - the origin of the computational power 

0
0
0

0

s1
s2
s3

sN

Information Flow

Quantum 
Information 
Processors



Quantum Information Theory Classical Information Theory

State p(x)

Completely positive maps Positive maps (stochastic process)

I ⌦ ⇤ � 0 ⇤ � 0

⇢ 2 S(H)

Dynamics

Dynamical Maps

p(xn, tn;xn�1, tn�1; · · · ;x0, t0)

=
nY

i=1

p(xi, ti|xi�1, ti�1)p(x0, t0)
d

dt
⇢(t) = Lt⇢(t)

ESA

Sys.

Anc.

Sys.

Anc.

⇤t





Main result. is k-divisible iff ⇤t p 2 [0, 1]
d

dt
Dp

k(⇤t � �1,⇤t � �2)  08�1,�2 CP maps,

Operational characterization of k-divisiblity

Ssep = S1 ⇢ S2 ⇢ · · · ⇢ Sd = S((H⌦H))

d

dt
Dp

1  0
d

dt
Dp

2  0
d

dt
Dp

k  0· · · · · · d

dt
Dp

d  0

Entanglement structure

k-divisiblity 

Operational measure*
The more entangled, the more useful!

S1 Sk SdS2 · · · · · ·

Dp
1 [�1,�2] Dp

2 [�1,�2] Dp
k[�1,�2] Dp

d[�1,�2]< < < < <· · ·



Information-theoretic characterization of k-divisiblity

Main result. is k-divisible iff ⇤t p 2 [0, 1]
d

dt
Dp

k(⇤t � �1,⇤t � �2)  08�1,�2 CP maps,

Sk = {⇢ 2 S(H⌦H) : SN(⇢)  k, SN(⇢) = min

pj , j

(max

j
SR( j))}

Dp
k(⇤t � �1,⇤t � �2) = max

⇢2Sk

kp[id⌦ ⇤t � �1](⇢)� (1� p)[id⌦ ⇤t � �2](⇢)k1

Main result.’ is k-divisible iff ⇤t p 2 [0, 1] 8�1,�2 CP maps,
d

dt
Hmin(A|B)⇢ABk

(t) � 0

⇢ABk(t) =
X

i=1,2

qi|iihi|A ⌦ (idk ⌦ ⇤t � �i)[⇢]B



- Applications: Detection Methods of Correlations, via the Operational Characterisation 

- Inf. Theory: Min-entropy versus Conditional Mutual Information, in Markovian or k-divisible Dynamics  

- Resource theory: Entanglement and Non-Markovianity  

- Thermodynamics vs k-divisibility  

- (semi-) Device-Independent Quantum Information Processing*

Quantum Evolution ~ Resource Theories ~ Quantum Computation ~ …

*No-signaling principle can tightly characterise the guessing probability, trace-norm (cb norms)

- Properties of Maps Induced from Entanglement Structure**



Quantum Information Theory



Communication-centric view

Schematic diagram of a general communication system (C. E. Shannon, A Mathematical Theory of Communication, 1948)

Source coding 
(Remove 
redundancy)

Channel coding 
(Add 
redundancy)

E.g. (001, 011)
      => (0,1)

E.g. Noise: Bit-flip
(0,1) ==> (000,111)

Encoding Modulator

Signals Signals

Noise Source

Demodulator Decoding

Decoded 
Message

Message

{x} {y}



Schematic diagram of a general communication system

Encoding Transmitter

Quantum 
Sources

Noise Source

Detector Decoding

Message

Decoded 
Message

Quantum 
Source 
Coding

Quantum  
Channel  
Coding

Quantum 
Sources{⇢

x

} {⇢
x

}{x}

Parameter Estimation

e.g. tomography, 
discrimination, 
information … 

Quantum Operations

B(H⌦N ) ! B(H⌦M )

{y}

Communication-centric view



Encoding Transmitter

Quantum 
Sources

Detector Decoding

Message

Decoded 
Message

Quantum 
Source 
Coding

Quantum  
Channel  
Coding

Quantum 
Sources{⇢
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Related Applied Math. Topics: 

Convex Optimisation  
(Semidefinite Programming)
Compressive Sensing  
(Tomography, Estimation)
Metrology (parameter estimation)
‘Information’ geometry

Framework from Math. Topics: 

Operator algebra
Functional analysis
Operator space theory
Number Theory
…

Quantum Information Theory

Quantum Cryptography: Key Distribution
Quantum Hacking
Quantum channel capacity
Quantum coding: source/channel coding
Quantum error-correcting code
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Quantum Theory

Computation Theory  
(a la Turing)

Communication Theory  
(a la Shannon)

Quantum IT? 

Quantum Computation

Quantum Communication




